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Meeting Compliance Requirements in a Competitive Marketplace

There is a growing awareness that a significant threat to corporate assets comes from management and employees within the organization
rather than from third parties. Every organization faces the risk of fraud committed by knowledgeable and capable employees who utilize
their authorized access to the IT assets for manipulating internal systems. As a result of high-profile, high-impact corporate fraud, several
laws have been enacted in order to protect the organization’s customers and share holders. These regulations pose significant challenges
for organizations since most of their systems were developed and deployed before these regulations were enacted.

Privacy Regulations- HIPAA & GLBA:
The Audit Trail Challenge

The HIPAA Security Rule requires healthcare
organizations to "Implement hardware,
software, and/or procedural mechanisms
that record and examine activity in information
systems that contain or use electronic
protected health information.” (Section
164.312). The Gramm-Leach-Bliley Act
(GLBA) makes similar requirements regarding
tracking access to financial information.

This requirement is challenging, especially
for organizations that rely on legacy systems.
Unlike network devices and infrastructure
systems, there is typically no application
access logging mechanism in the mainframe
environment. Developing such a mechanism,
involves tremendous effort and cost,
potentially altering thousands of programs.
Mechanisms that track changes to corporate
databases are not sufficient, as they track
update and alteration of data but do not
capture critical "read-only” access to data.

Sarbanes-Oxley Act:
The Activity Monitoring Challenge

The Sarbanes-Oxley Act requires executives
and auditors of publicly traded companies
to validate the accuracy and integrity of their
financial reporting. Section 404 of the act
requires that companies create and
maintain effective internal controls to track
financial processes. As financial reporting
relies on information collecting from various
systems, such as purchasing, payroll,
inventory, human resources and more,
compliance with section 404 requires
development of effective controls cross-
platform. This is challenging, as systems
developed prior to the Sarbanes-Oxley Act
typically do not have sufficient logging or
auditing mechanisms. Database Trace
Monitoring solutions provide limited visibility
into user actions, tracking changes to the
database but not to end-user actions, such
as accessed screens. In addition, user queries
cannot be traced with this type of solution,
missing out on potential fraud attempts.

Basel Il Accord:

The Insider Threat Challenge

How to protect sensitive information from
unauthorized manipulation and disclosure
by insiders has become a major concern
for banks and other financial organizations
worldwide. Insider threat can range from
manipulating financial statements to
misappropriating assets to selling customer
private information, and more. Beyond
fraud, there can also be noncompliant
transactions in the form of errors or
intentional overrides.

The Basel Il Accord introduces the
requirement of banks to manage operational
risk as part of their overall risk management.
According to Basel Il, the risk the bank is
exposed to affects its capital requirements.
As internal fraud represents a serious
operational risk, banks now have even
stronger incentive to be proactive about
insider threat.

Intellinx presents a breakthrough in insider threat detection and prevention, providing a first-of-its-
kind cross-platform surveillance system for unparalleled visibility of end-user activity in corporate
applications across the enterprise.




The Intellinx Solution

The Intellinx Solution

Intellinx solves some of the most challenging requirements in today’s regulations. Continuous recording of end-user activity takes place
at the application level [versus network level] and across every platform - from the forgotten mainframe to web. Every screen viewed and
every keystroke made by end-users is recorded and analyzed in real-time, creating field-level forensic audit trails of insider access to
corporate systems.

A powerful rule engine tracks user behavior patterns in real-time, triggering instant alerts on irregularities. This allows security officers
to immediately zoom-in on suspects and visually replay all actions related to suspicious events, screen-by-screen. Extensive, cross-
platform search capabilities simplify the process of investigation. Post-event analysis includes the ability to apply new rules to pre-recorded
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* Support for Mainframe, AS/400, Client/Server, Web
¢ Real-Time Alerts, Post-Event Analysis
e Cost-Effective, No Risk Implementation

Key Benefits e Application Activity Recording and Monitoring
e Visual Screen-by-Screen Replay
e Cross-Platform Detailed Forensic Audit Trail

About Intellinx

Intellinx Ltd. emerged from Sabratec Ltd., a leading provider of legacy integration solutions founded in 1997. In 2003, Sabratec began
developing the Intellinx technology leveraging its deep knowledge of integration technologies and addressing the growing need of its
customers to protect their information assets from the dangers of insider threat. Following the acquisition of Sabratec Ltd. by Software
AG in January 2005, the Intellinx division, which was not part of this acquisition, was recreated as an independent company,
Intellinx Limited. The Intellinx Research & Development Center is based in Israel. The Intellinx subsidiary in New York City handles
marketing and support for the North American region. Intellinx is recognized by leading analyst firms including Gartner and IDC as an
innovative leader in the area of insider threat solutions. Gartner listed Intellinx as a “cool vendor™ in 2 categories in 2006: ‘Security &
Privacy and ‘Application Development’.

www.intellinx-sw.com
E-Mail: info@intellinx-sw.com
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